MHO®OPMALIMOHHAA NAMATKA ANA OBYHAKOLLUNXCA
ansda PASMEWWEHUA HA OPULUNATIbHbBIX UHTEPHET-PECYPCAX

C KaxgbIM roloM MOJSIOAEXMN B MHTEPHETE CTaHOBUTbCS Gonbllue, a LUKOMbHUKUA OAHU U3
camblX aKTUBHbIX Monb3oBaTtenen PyHeTa. Mexagy Tem, MOMWMO OFPOMHOIO Korv4yecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M NpobnemMbl. Ta NamsTKa OorkHa NoMoyb Tebe GesonacHo
HaxoauTbCsl B CETU.

KOMMNbIOTEPHbLIE BUPYCbI

KomnbloTepHbIN BUMPYC - 3TO Pa3HOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamMm, OTAUYUTENBHON
OCOBGEHHOCTBIO KOTOPOW SABMASIETCA CMOCOOHOCTb K pa3mMHOXeHuto. B gononHeHue k atomy,
BMPYCbl MOryT MOBpPeAUTb UMW  MOMHOCTBIO  YHUYMTOXWUTb BCe aunbl U [AaHHble,
NOAKOHTPOSNbHbIE MNOMb30BaTeNtd, OT MMEHW KOTOporo Obina 3anywieHa 3apaxeHHas
nporpaMma, a Takke MOBpeauTb UNWN JaXe YHUYTOXWUTb OMepauMOHHY CUCTEMY CO BCEMMU
hannamu B Lenom. B 60nbLUMHCTBE CriydyaeB pacnpoCTPaHATCS BUPYChbl Yepes MHTEPHET.

MeToabl 3aWnUTbl OT BPeAOHOCHbIX NPOrpamMm:

1. Wcnonb3yn coBpeMeHHble OnepauMOHHble CUCTEMbI, UMELWNe Cepbe3Hbll YPOBEHb
3aLWMThl OT BPEOOHOCHLIX NPOrpamMm;

2. TlocTosiHHO ycTaHaBnvMBan nayTn (UMdpoBbIe 3annaTkM, KoTopble aBTOMaTUYECKM
yCTaHaBnMBalwTCA C LUenblo [opaboTkM nporpammbl) W gpyrme OOBHOBMEHMS CBOEW
onepaumoHHon cuctembl. CkaumBam MX TONMbKO C oduumanbHoro camta paspabotumka OC.
Ecnu cywectByeT pexum aBToMatn4eckoro o6HOBEHUS, BKIIOYK €r0;

3. PaboTan Ha cBOoeM KOMMblOTEpe Mo npaBamMu Mornb3oBaTens, a He agMUHUCTpaTopa.
OTO He no3BoNUT OGOMbLUMHCTBY BPEOOHOCHBIX MPOrpaMM WHCTanMpoBaTbCA Ha TBOEM
nepcoHanbHOM KOMMbIOTEPE;

4. Mcnonb3yn aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbl WU3BECTHbIX MNPOU3BOAUTENEN, C
aBTOMaTU4YecKnMm obHoBeHeMm 0as;

5. OrpaHnyb hmsndecknii 4OCTyN K KOMMNbIOTEPY AMs1 MOCTOPOHHMX LY,

6. Mcnonb3yn BHELLIHME HOCUTENWN MHAOPMaUMW, Takue Kak dnewlka, guck unu ganmn mns
WHTEpHEeTa, TONbKO N3 NPOBEPEHHbBIX MCTOYHWUKOB;

7. He oTKpblBa KOMNbOTEPHLIE ddannbl, NOMYYEHHbIE N3 HEHAAEXHbLIX NCTOYHMKOB. [axe
Te channbl, KOTOpble Npucnan TBON 3HAKOMbIN. Jlyylwle yTOYHW Yy HEro, oTnpaBnsin Nu OoH Tebe
nX.

CETU WI-FI

Wi-Fi - aTO He BMA nepegayn gaHHbIX, HE TEXHONOIMS, a BCEro nuwb 6peHa, mapka. Ewe B
1991 rogy HugepnaHackasi KomnaHusa 3apermctpupoBana 6peng "WECA", yto o6os3Havano
cnoBoco4veTaHne "Wireless Fidelity", koTopbii nepeBoguTcs Kak "decnpoBogHas TOYHOCTL". [o
Halwero BpeMeHu gowna gpyras abbpesuaTypa, KOTOpas ABMSETCA TAKOW Xe TEXHOMNOTMeMn.
OT10 abbpesuatypa "Wi-Fi". Takoe Ha3BaHve OblIO OAaHO C HaMEKOM Ha CTaHOapT BbiCLUEWN
3BykoBOoM TexHuku Hi-Fi, yTo B nepesoge o3HavaeT "BbiCcOkas TOYHOCTL". [a, 6ecnnaTHbiv
WHTEPHET-A0CTYN B Kade, OTENsAX U a3ponopTax ABNAETCHA OTIMYHOM BO3MOXHOCTbLIO BbIXOA4a B
MHTepHeT. Ho MHorme akcnepTbl cumTaloT, 4To obuwepoctynHole Wi-Fi cetn He gBnsiTcA
Ge3onacHbIMN.

CoBeTbl N0 6e3onacHoCcT paboTbl B obwwenocTynHbix cetax Wi-fi:



1. He nepemaBai cBOWO nuM4Hyl0 MHGPOpmauuo 4Yeped obwepoctynHble Wi-Fi ceTu.
PaboTtas B HMX, )XenaTenbHO He BBOAMTb MAponn AOCTyNa, NIOrMHbI U Kakne-To HoMepa;

2. Ncnonb3yn n OGHOBNAN aHTUBMPYCHblE Mporpammbl U GpaHamayep. Tem cambiM Thbl
obe3onacub cebs OT 3akayky BUpyca Ha TBOE YCTPOMCTBO;

3. MNpwn ncnonesosaHum Wi-Fi otkntoun yHkumo "O6wmin goctyn K doannam m npuHtepam”.
[aHHaa dyHKUMA 3aKpbiTa NO YMOMYaHUIO, OAHAKO HEKOTOpble MOMb30BaTENM akTUBUPYIOT ee
ans ynobeTea ncnonb3oBaHusa B paboTe nnm yyebe;

4. He ncnonbayin nyonunynoii WI-FI gns nepegaym nuyHbiX AaHHbIX, HANpUMep Ans BbiXxoaa
B coLManbHble CETU UMW B ANEKTPOHHYIO NOYTY;

5. Wcnonb3yn TonbKo 3awumueHHoe coeguHeHue depe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkumio "lMogknodeHune k Wi-Fi aBtomatnyeckn”.
He pgonyckaln aBToMaTMyeckoro nogknioyeHnsa yctponctaea k cetsam Wi-Fi 6e3 TBoero cornacus.

COLUMAIBbHBLIE CETU

CoumarnbHble CETM aKTMBHO BXOOAT B HalUy XW3Hb, MHOrMe nogn paboTatoT un XuByT Tam
noctosiHHo, a B Facebook yxe 3apernctpupoBaH Munnvapg YenoBek, YTO SIBASIETCA OOHON
cegbMon Bcex xutenen nnaHetbl. MHOrMe nonb3oBaTeny He MOHMMAOT, YTO WMHAOpMaLMS,
pasMeLLeHHas MMM B coumarnbHbIX CETAX, MOXeT ObiTb HangeHa M UCNonNb3oBaHa KeM yrogHo, B
TOM 4uncre He 0bs3aTenbHO ¢ Gnarmm HamepeHNsIMA.

OcHoBHbIe coBeTbl N0 6e30MacHOCTU B COLUManbHbIX CeTAX:

1. OrpaHnyb cnucok apysen. Y Teba B [Opy3baAX He [OOMKHO ObiTb CryYanHbiX U
HEe3HaKOMbIX IOAEN;

2. 3awmwan cBOK YacTHYK >XM3Hb. He ykasbiBa naponu, TenedoHbl, agpeca, gaty
TBOEIr0 POXOEHUS WU OPYryo NNYHY0 WMHAOPMaUMIO. 3r0yMbILLIIEHHUKN MOTYT MCMONb30BaTb
aaxe nHdopmMaumio 0 TOM, Kak Tbl U TBOW poauTENM NnaHMpyeTe NPOBECTU KAHUKYIIbI;

3. 3awmwan cBoo penyTaumio - AepXu ee B YMCTOTE M 3agaBan cebe Bonpoc: xoTen Obl
Tbl, YTOObI ApyrMe nonb3oBaTeny BUAENN, YTO Thl 3arpykaewb? MNogyman, npexage Yem 4To-To
onybnukoBaTb, HANNCaTb U 3arpy3nTb;

4. Ecnn Tbl roBOpULLIb C NIOAbMU, KOTOPbIX HE 3HAELLb, HE UCMOMb3YI CBOE pearnbHOE UMS K
OPYryto NIMYHYI0 MHAOPMaLNN: NMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmellenust doTtorpadun B IHTepHeTe, roe Tbl n3o6pakeH Ha MECTHOCTHU, MO
KOTOPOW MOXHO OnpeaennTb TBOE MECTOMONOXKEHNE;

6. MNpu permctpaumm B coumnanbHOM CETU HeOOXOOAUMO MCMONb30BaThb CIOXHbIE MApPOny,
cocrosime n3 6yke 1 undp 1 ¢ KONMYECTBOM 3HAKOB HE MeHee 8;

7. lns coumanbHOM ceTwn, MoYTbl U OPYrMX CaWTOB HEOOXOAMMO MCMNOSb30BaTb pasHble
naponu. Toraa ecnu Tebs B3nNoMaroT, TO 3M0YMbILSEHHUKN NonyYaT AOCTYN TOMbKO K O4HOMY
MeCTy, a He BO BCe cpaay.

QNEKTPOHHBIE OEHBLI'N

ONEKTPOHHbIE AEeHbrM - 3TO O4YeHb YAOOHbIM cnoco® nnaTtexew, OO4HAKO CyLLEeCTBYHOT
MOLLEHHUKN, KOTOPbIE XOTAT MOMYYUTb 3TN AEHbIMWN. ONEKTPOHHLIE AEHbIM MOSBUNCL COBCEM
HeJaBHO W MMEHHO M3-3a 3TOr0 BO MHOMMX rocyaapcTBax 4O CUX MOP HE MPONUCaHO MPO HUX B
3aKkoHax. B Poccun xe OHM (DYHKUMOHMPYIOT U O HUX YXe MPOMnMcaHo B 3aKOHe, rae ux
pasgenalT Ha HECKONbKO BWOOB - A@HOHUMHbIE W HE aHOHMMHble. PasHnua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaeTca NpoBoauTb onepaumm 6e3 maeHTudurkaumm
nonb3oBaTend, a B HEAHOHUMHbIX MOEHTUdUKAUMA Monb3oBaTens sBnsieTcss oba3arenbHOMN.



Takxke crniegyet pasnnyaTtb  3NIeKTPOHHbIE (*)VIaTHbIe OeHbln (paBHbI rocyaapCrtBeHHbIM
BaJ'II'OTaM) N 3NNEKTPOHHbIE He(bVIaTHble AOeHbln (He paBHbl rocyaapCTBEHHbIM BaJ'I}OTaM).

OcHoBHbIe coBeTbl N0 6e30nNacHON paboTe € 3NEKTPOHHLIMU AEHbraMm:

1. MNpuBspkn K c4eTy MOOUNbHBLIN TenedoH. OTo cambii YyAOOHbIM K ObICTpbIA cnocod
BOCCT@HOBUTb AOCTYn K c4yeTy. [lpuBsA3aHHbI TenedoH MOMOXeT, ecnu 3abygelb CBOM
naaTeXHbIN Naposib UK 3anfellb Ha CanT ¢ HE3HAKOMOTrO YCTPOWUCTBA;

2. Vicnonb3yn ogHopasoBble naponu. locne nepexoda Ha yCuUreHHyo aBTopusauuto Tebe
yXe He ByaeT yrpoxaTb ONacHOCTb KpaXu UnNu nepexasaTa NraTexHoro napons;

3. Bbibepu cnoxHbiv naponk. [NpectynHyukam 6ygeT He NpoCTo yragaTb CrOXHbIA Naporb.
HapexHble naponu - 3To Naponu, KoTopble cogepXaTt He MeHee 8 3HaKoB W BKIHOYaT B cebs
CTPOYHbIE W NpONUCHble ByKBbI, LUMAPbI M HECKOSNbKO CMMBOJSIOB, TakMe Kak 3HaK gonnapa,
dyHTa, BocKNMUaTenbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOOU CBOW NNYHbIE A@HHbIE HA canTax, KOTOPbIM He 0oBEpSELLb.

QJNIEKTPOHHAA NMOYTA

OrneKTpoHHasa noyTa - 3TO TEXHOSOMMS U NpedoCTaBnsieMble el yCryrin no nepechbinike n
MOSTYYEHUIO BMEKTPOHHbIX COOBLLUEHMN, KOTOpble pacrnpenensioTcss B KOMMbLIOTEPHON CETW.
O0bI4yHO 3NEKTPOHHbIN NoOYTOBbIN ALK BbIrNSAUT cnegywmm obpasom:
UMs_nonb3oBaTena@umsa_aomMeHa. Takke KpoMe nepefadnm npoCcToro TekcTa, WUMmeeTcs
BO3MOXHOCTb nepeaasaTb annbl.

OcHOBHbIe coBeTbl N0 6e3onacHon paboTe ¢ INEKTPOHHON NOYTOWN:

1. Hapo BbiGpaTb MpaBuribHbIA NOYTOBLIN cepBUC. B MHTEpHETE eCTb OrpOMHbLIN BbIGOP
BecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO fyYlle A0BEepSATb TEM, KOrO 3HaeLlb M KTO NepBbli B
penTnHre;

2. He ykasbiBan B NUYHOM MNOYTE NUYHYO MHopMaumio. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_daHaT@" nnu "pok2013" BmecTto "temal3";

3. Vicnonb3yi AByxaTanHyo aBTopm3aumio. 3T0 Korga noMMMO Napons HY>XKHO BBOAWUTL KoA,
npucbinaemoin no SMS;

4. Bblbepn crioxHbid naponb. [Ons kakgoro nodToBOro silMKa AOMKEeH ObiTb CBOM
HaZeXHbl, YCTONMYMBLIA K B31TOMY Napornb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CaMOMYy CBOW JIM4YHbIA BOMPOC, WUCMONb3yn 3Ty
BO3MOXHOCTb;

6. MVcnonb3yn HeECKONbKO MOYTOBLIX SAWMKOB. [lepBbld Ansi 4acTHOM MEepernuckn ¢
agpecatamu, KOTOpbIM Tbl JOBepsielb. OTO AMEKTPOHHbIN agpec He Hago MCMNoNb3oBaTb Npwu
perMcTpaumm Ha oopymMax u canTax;

7. He oTKpbIBan dhannbl U Apyrve BNOXEHUSA B NMCbMax, JaXe €Criv OHM NPULLIM OT TBOMX
apy3sen. Jlyye yTouHn y HMX, OTNpaBnsanv nu oHn Tebe atun hannsi;

8. MNocne okoH4YaHus paboTbl HA MOYTOBOM CEPBUCE Nepen 3aKpbiTUEM BKNAOKN C CAanToOM
He 3abyab HaxaTb Ha "BbInTi".

KUBEPBYITUHI UM BUPTYAJIIbHOE U3OEBATENIBCTBO

KnbepbynnuHr - npecnegoBaHne coobLieHsaMU, coaepalmmmn ockopbneHus, arpeccuio,
3anyrmBaHue; XyruraHcTBo; couuanbHoe 60MKOTUPOBaHME C MOMOLLbLIO Pa3fNUYHbIX MHTEPHET-
CEepBUCOB.

OcHOBHble coBeTbl N0 60pbL6e ¢ KNbepOyNnNMHrom:

1. He 6pocaica B 6own. Jlyywmnin cnocob: nocoBeToBaTbCa kak cebs BeCTU U, ecnu HeT
TOro, K KOMy MOXHO 0OpaTuTbCs, TO BHayasne YCnoKouTbCsl. Ecnv Tbl HauHelwb oTBe4YaTb
ockopbneHnammn Ha ockopbneHusi, To ToNbKo ele 6onbLie pasoxKeLlb KOHMIUKT;



2. YnpaBnawn cesoen knbeppenyTtaumen;

3. AHOHMMHOCTL B ceTu MHuMas. CyLlecTBYKOT CMNocobbl BbIACHWUTb, KTO CTOMT 3a
aHOHMMHBIM aKKayHTOM;

4. He ctouT Bectn XynuraHCckum obpas BUPTyanbHOM XM3HW. VIHTEpHET dunkcupyeTt Bce
TBOW OENCTBUS N COXpPaHAET ux. YaanuTb ux 6yaeT kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBOKO BUPTYarbHYK YeCTb CMOSoay;

6. UrHopupyh eanHunyHbIi HeraTuB. OpgHopasoBble ocKopbuTenbHble COOBLEeHnsa nydwe
urHopmposaTtb. OBbIYHO arpeccus NpekpalaeTcs Ha HavanbHOW CTaauu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMM COOOLLEHUSIMU, B COLMAnbHbIX
CeTAX eCTb BO3MOXHOCTb GIOKMPOBKM OTNPaBKM COOBLLEHMI C OnpeaerieHHbIX aapecos;

8. Ecnm Tl cBupetenb kubepOynnuHra. TBOM OENCTBMSA:  BbICTYNUTb NPOTUB
npecrnegoBartensd, NokasaTb €My, YTO ero OEWCTBMS OLIeHMBAKTCHA HEraTMBHO, nogaepxaTtb
XepTBY, KOTOPOM HyKHaA ncuxornornyeckass nomollb, CcooOWMTb B3pPOCNbIM O dakTe
arpeccuBHOro NOBeAEHWs B CETU.

MOBUIbHbLIX TENE®OH

CoBpemeHHble cMapTdOHbl W MNNaHweTbl cogepxat B cebe BnomHe B3pOCHbIv
YHKLMOHAMN, WU Tenepb OHU MOTYT KOHKYpuMpoBaTb CO CTaLVOHAPHbIMU KOMMbLHOTEPaAMM.
OpfHako, cpeacTs 3awuTbl A9 Nogo6HbIX YCTPOMCTB Noka 04eHb Mano. TecTupoBaHne 1 NoucK
YA3BMMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCUBHO, kak ans K, To xe camoe kKacaetcsa u
MOBUNbHBIX MpuoXeHun. CoBpeMeHHble MOOWNMbHLIE Opay3epbl YXXe MpakTUYeCcKn AorHanm
HacTOfbHbIE aHanory, OAHAKO paclupeHue ¢yHKUMoHana Brnedet 3a cobon OGonbluyko
CNOXHOCTb W MEHbLUYH 3alUULEHHOCTb. [laneko He BCe MpOM3BOOUTENM BbIMyCKaOT
0OHOBMEHMS, 3aKpbIBalOLLME KPUTUYECKNE YA3BUMOCTM AN CBOUX YCTPONCTB.

OcHoOBHbIe coBeThbl Ans 6e30nacHOCTM MOGUNbLHOro TenedoHa:

— Hu4ero He saBnsaeTcs no-HactosiweMy 6ecnnatHeiM. Byab ocTopoxeH, BeAb korga tebe
npegnaratoT GecnnaTHbIA KOHTEHT, B HEM MOTYT OblTb CKPbIThl KAKMe-TO MnaTHbIe YCnyru;

— LOyman, npexge yem otnpaButb SMS, ¢oTto mnu Bngeo. Tl TOYHO 3HAELb, F4E OHU
OyoyT B KOHe4yHoM wutore? HeobxooMmo OOHOBNATL OMNEPAUMOHHYIO CUCTEMY TBOETO
cMapToHa;

— Wcnonbayn aHTMBMpPYCHbIE NporpamMmbl 45151 MOOMIbHbIX TeNedOHOB;

— He 3arpyxan npunoxeHusi OT HEM3BECTHOrO WMCTOYHWKA, BeQb OHW MOryT coepXxaTtb
BPeAOHOCHOE nporpammMmHoe obecneyeHue;

—TlNocne Toro Kak Tbl BblgelWb C canTa, rae BBOOAM NUYHYK MHopMauuio, 3anan B
HacTporku 6paysepa n yganum cookies;

— MNepuognyeckn Npoeepsan, kKakme nnaTHble YCryrn akTMBMPOBaHbl HA TBOEM HOMEPE;

— [laBan cBon HoMep MoOubHOro TenedoHa ToNbKO NAAM, KOTOPbIX Thbl 3HAELLb N KOMY
AoBepsieLlb;

— Bluetooth gormkeH GbITb BbIKMOYEH, KOraa Tl UM He nornb3yelbes. He 3abbiBan nHorga
npoBepsATb 3TO.

ONLINE UI'PbI

CoBpeMeHHble OHNaWH-Urpbl - 3TO KpacoyHble, 3axBaTblBalOLMe pasBrevYeHus,
o6beauHsIloLWmMe COTHU ThICAY YenoBeK No BceMy Mupy. Urpoku mccrenytoT AaHHbIA UM MUp,
obLaTca Apyr ¢ APYroM, BbIMOMHSIOT 3a4aHUsi, CPaXkatoTCs C MOHCTPaMM M MOMy4vatoT OMbIT.
3a yaoBOMbCTBME OHM MNATAT: MOKynawT AWMCK, onnavvMBaioT aboHeMeHT unu npuobpetatoT
kakue-To onuun. Bce aTu cpeacTBa uayT Ha nogaepXkaHue U pasBuUTUE UIPbl, @ TaKKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOpU3aLMM, BbIMyCKAOTCA HOBble NaTyu
(uncbpoBble 3annaTtky Ans NporpaMM), 3aKpbiBatTCA YA3BMMOCTH cepBepoB. B noao6HbIX urpax



CTOUT onacatbCA HEe CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXXmn TBOEro naposfd, Ha KOTOPOM
OCHOBaHa CCTeMa aBTOpu3aLmnmn OonbLUIMHCTBA nrp.

OcHOBHble coBeTbl N0 6e30NacHOCTU TBOEro UrPoBOro akKkayHTa:

1. Ecnun gpyron mnrpok Beget cebsa nnoxo unu cosgaet tebe HenpusiTHOCTK, 3abnokupymn
€ro B CM1CKe UrpoKoB.;

2. MNoxanynca agMMHUCTpaTopaM Urpbl Ha Mroxoe NoBedeHne 3TOro Urpoka, xenaTtesibHO
NPUNOXMUTb KaKMeTO AoKasaTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nnu4Hyto MHpopmaumio B npodanne urpbl;

4. YBaxaun Opyrvux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBai HeodmumarnbeHble natim U Moapl;

6. cnonb3yii CroXHble U pasHble Naponu;

7. Jaxe BO Bpemsa WUrpbl HE CTOWUT OTKMO4YaTb aHTMBMpycC. [loka Tbl urpaelb, TBOW
KOMMbIOTEP MOIYT 3apasunThb.

OULLMHI UNK KPAXA NTUYHbIX OAHHbIX

O6bIYHOM KpaxKen AeHer 1 JOKYMEHTOB CEerofHs y>Xe HUKOro He yaAuBMLb, HO C pasBuTnem
WHTEPHETTEXHONOMMIA  3MOYMBILLIIEHHVKN NEepeMeCcTUNINCL B WHTEPHET, W NpoAorKalT
3aHMmaTbesa "MobumbiM" genom.  Tak nosdBunacb HoBasd yrposa: UHTEPHET-MOLUEHHU4YeCTBa
UnNn ULIKHF, TNaBHas Uerflb KOTOPOro COCTOUT B MOJSTyYEHUUM KOHMUAEeHUMarnbHbIX AaHHbIX
nonb3oBaTternen - NOrMHoB M napornen. Ha aHrnuiickom asbike phishing yntaeTtcs kak uwnHr
(ot fishing - peibHas noens, password - Naposb).

OcHoBHble coBeTbl N0 60pbbe ¢ hULLNHIOM:

1. Cneau 3a cBouM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHkeTa bblna B3fnomaHa,
TO Heobxogmmo 3abnokvpoBaTb e€e M CoobWUTL agMuMHUCTpaTopam pecypca 06 3TOM Kak
MOXHO CKOpee;

2. Ncnonb3yin 6e3onacHble BeO-canThl, B TOM 4YMCNE, UHTEPHET-MarasnHOB M MOUCKOBbLIX
cucTem;

3. Vcnonb3yn cnoxHble M pasHble naponu. Takum obpasom, ecnu Tebsi B3nomaroT, TO
3MOYMBbILLIIEHHWKM NONyYaT AOCTYN TOMbKO K OAHOMY TBOEMY MPOUIII0 B CETU, a HE KO BCEM,;

4. Ecnun Teba B3nomanu, To Heobxoanmo npeaynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpble
pobaerneHbl y Tebs B Apy3bsix, 0 TOM, YTO TebA B3riomanu 1, BO3MOXHO, OT TBOEro uMmeHu dygeT
paccbinaTbCA CNaM M CCbISIKN Ha (PULINHIOBbIE CaunThl;

5. YctaHoBu HagexHbi naposb (PIN) Ha MOBUnbHbIN TenedoH;

6. OTkMo4uM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan hannbl 1 gpyrue BAoXeHUA B NUCbMax, AaXe eCnu OHWU NPULLAN OT TBOUX
apysen. Jlydwe yTo4HM y HUX, OTNpaBnsny nu oHn tebe atn dannei.

LUPPOBAA PEMYTALUA

LincdopoBas penytaumss - 3TO HeraTMBHas UM NO3UTUBHAA MHGOpMauusa B ceTn o Tebe.
KomnpomeTtupytowas nHgpopmaums, pasmeLleHHas B UHTEPHETE, MOXET cepbe3HbiM 06pa3om
OTpa3nTbCs Ha TBOeW pearnbHon xu3Hu. "Lindposasa penytaums” - 3To TBOWM UMUK, KOTOPbIA
dopmupyeTca n3 nHgpopmaumm o tebe B MHTEpHeTe. TBOE MECTO XMUTenbCTBa, y4ebbl, TBOE
dunHaHCOBOE MNONOXeHne, OCOBEHHOCTM XapakTepa W pacckasbl O OnmM3kmx - BCe 3TO
HakannueaeTcsa B ceTu. MHorve nogpoCTKM NErkoMbICIIEHHO OTHOCATCA K Ny6nukaumm nmyHoOn
UHdopMaumm B UNHTepHeTe, He MOHMMAas BO3MOXHbIX NOcneacTBUW. Thl Aaxe He CMOoXellb
joragatbcs O TOM, 4TO poTorpadms, pasmelleHHas 5 neT Hasafd, cTana NpUYMHOM OTKasa
NpuHATL Tebs Ha paboTy. KommeHTapun, pasmelleHme TBonx oTorpaduin n apyrme encrans
MOFYT He UCYEe3HYTb Aaxe MNocre Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHun 3Ty



WHdopMaumio, nonana nu oHa B MOMCKOBbIE CUCTEMbI M COXpaHUach N1 OHa, a rmaBHoe: YTo
noaymarT o Tebe OKpyxalLline nan, KOTopble HangyT v yBUMAAT 3T0. Hantm mHdopmaumio
MHOrO feT CnycTsi CMOXeT nobon - kak M3 [obpbix MoOYyXOAEHWW, Tak U C HamepeHnem
NPUYNHUTE Bpea. OTO MOXeT OblTb KTO YyrogHo.

OcHOBHbIe coBeThl NO 3awmTe LUucpoBon penyTaLuu:

1. MNoayman, npexge 4em 4Tto-TO NybnukoBaTb M nepepasatb y ceba B Gnore unu B
couuarnbHoOm ceTu;

2. B HacTporikax npodhuns yCTaHOBU OrpaHUYEHUst Ha NMPOCMOTP TBOEro npoduna n ero
COOEepXXMMOro, caenan ero Tonbko "ans apysen”;

3. He pasmeLuan n He ykasbiBa MHpopmaLuio, KoTopas MOXeT KOro-nmbo ockopbnsaTb nnu
obwxaTb.

ABTOPCKOE NPABO

CoBpeMeHHbIe LUKOMNBbHUKN - aKTUBHbIE Nonb3oBaTenu LuugpoBoro npoctpaHcTea. OgHako
Aaneko He BCe 3HAOT, YTO MOSIb30BaHWE MHOMMMU BO3MOXHOCTAMM LMPOBOro Mmnpa Tpebyet
cobniogeHns npaB Ha WHTENNEeKTyanbHyld COOCTBEHHOCTb. TepMWH "MHTennekTyanbHas
COBCTBEHHOCTB" OTHOCUTCH K pPasnnyHbiM TBOPEHUSIM YerIOBEYECKOro yMa, HauvMHas C HOBbIX
n3obpeteHnin n 3HakoB, 0603HaYaKLWMX COBCTBEHHOCTb Ha NPOAYKTblI U YCYrK, N 3aKkaH4nBas
KHUramu, cotorpapumsamu, KuMHopUNbMaMmm U My3sblkalnbHbIMUM Npou3BedeHusaMu. ABTOpPCKue
npaBa - 3TO MNpaBa Ha WHTENNeKTyanbHylw COBCTBEHHOCTb Ha MNPOWU3BEOEHUA HayKu,
nuTepaTtypbl U MUcKyccTBa. ABTOPCKME Mpasa BbICTYMalOT B KavecTBe rapaHTuM TOro, 4To
NHTEnNneKTyanbHbIA/TBOpYECKUn TPy aBTopa He ByAeT HanpacHbIM, AacT eMy crnpaBefvBble
BO3MOXHOCTM 3apaboTaTtb Ha pe3yrnbTaTax CBOero Tpyaa, nonyymTb U3BECTHOCTb M NPU3HAHKE.
Hukto ©6e3 paspelueHnss aBTopa He MOXeT BOCMNPOU3BOAUTL €ro npoussedeHue,
pacnpocTpaHATb, Ny6rnMyHO AeMOHCTpUpoBaTh, NpoAaBaTh, MMMOPTMPOBATbL, NycKaTk B NpoKar,
ny6nmyHO WCNOMHATL, MOKasblBaTL/MCNONHATL B admpe wnu pasmewats B WHTepHeTe.
Mcnonb3oBaHue "nmMpaTtckoro” nporpaMmMHOro obecneyeHns MOXeT NPUBECTM K MHOTUM pUCKaMm:
OT MOTepu AaHHbIX K TBOMM akkayHTam [0 GnoKMpOBKW TBOEro YCTPOWCTBA, rAe yCTaHOBMeHa
HeneranbHas nporpamma. He cTouT Takke 3abbiBaTb, YTO CYLECTBYIOT ferarnbHble W
BecnnaTtHble NporpaMmmbl, KOTOPble MOXHO HaUTU B CETW.

O MNOPTAJIE CETEBUYOK.P® - TBOI rnaBHbIi COBETYMK B CeTU. 34eCb Tbl MOXELlb
y3HaTb O 6e30nacHOCTM B CETU MOHSATHbIM M OOCTYMHbIM SI3bIKOM, @ MPW BO3HWKHOBEHUM
KPpUTUYECKOW cuUTyauumnm obpaTuTbCs 3a COBETOM. A Takke MPUHATb ydacTue B KOHKYpcax W
cTaTb CaMbIM LMGPOBLIM FpaXaaHUHOM!



